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What is the gematik?

 National Digital Health Agency
responsible e.q. "W B

« for the telematics infrastructure (TI), 2
the central platform for digital /\

applications in the German healthcare i

system
« ensures that TI is and remains secure,

efficient and user-friendly
* is a coordinating body for the Interop

= gemai:ik

 Approx. 450 employees, founded in 2005 National Digital Health Agency

gematik
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gematik's shareholders

Supreme body:

]
Sha rehOIderS German National Association of Statutory
| Health Insurance Funds (GKV-SV)
assembly
Association of German Private Healthcare Insurers (PKV)
German Federal Ministry of Health (BMG) |
German National Association of Statutory
Health Insurance Physicians (KBV)
German Hospital Federation (DKG)
| German Pharmacists’ Association (DAV)
German Medical Association (BAK) Boa I"d Of Trustees:
' Gorman Dental Association (BZAK) » Representatives of the federal states,
German National Association of Statutory + patient representatives,
|_Health Insurance Dentists (KZBV) . Lo .
* mdustry associations, science,
» general practitioners, nursing, etc.
*The division of the shares is regulated by law.
The German Federal Ministry of Health (BMG) holds 51%. The remaining shares are split between the organizations representing health insurers and the organizations
representing healthcare providers.
gematik | N | .
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What is the TI-Messenger?
Secure Communication Solution in Healthcare

What is the TI-Messenger? Benefits:

«  Enhances communication
efficiency in healthcare

» Reduces paperwork and FAX usage

« Increased security in
communication

« A secure, privacy-compliant
messaging platform for
healthcare.

« Developed by gematik

Key Features Target Audience:

« Doctors, nursing staff, therapists,
and other healthcare providers.

« Institutions such as hospitals,
clinics, and pharmacies.

« Insured individuals.

+ Data Security
 Cross-Sector Communication
» Interoperability

gematik
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TI-Messenger Features

A
™
'yl
E_XChange text messages, Creation of case-related Locating all institutions
voice messages, photos and  .p.+ oroups for exchange that use the TI-Messenger
documents in PDF _ _ _
between several HCPs in the nationwide address
book
Archiving of case-related Issuing individual

communication in the local

authorisations, e.qg. for
Electronic Health Record r €9

doctors and nurses
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TI-Messenger Variants
User Centricity

Focus Health Professionals Focus Patients Focus Digital Health Applications
TI-Messenger Pro TI-Messenger ePA TI-Messenger Connect
Service providers and payers can Insured individuals can Integration of messengers into
communicate securely within communicate with healthcare third-party products and platforms.
organizations, bilaterally, and across professionals through the
sectors. messenger in the electronic patient

record App (ePA)
- -
"

EQ
Integration into external
Insured individuals applications & services

— 1
]
£ I For all stakeholders in

-= healthcare provision

0000

gematik
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TI-Messenger Resources

TI-Messenger Fachportal:
« https://fachportal.gematik.de/anwendungen/ti-messenger

TI-Messenger Specifications:

- Base Spec.: https://gemspec.gematik.de/docs/gemSpec/gemSpec TI-M Basis/latest/
« ePA Spec.: https://gemspec.gematik.de/docs/gemSpec/gemSpec TI-M ePA/latest/
 Pro Spec.: coming soon

TI-Messenger & VZD FHIR Resources:
« https://simplifier.net/tim
« https://simplifier.net/vzd-fhir-directory

TI-Messenger Gemmunity (Forum):
e https://www.gemmunity.de/community?id=community forum&sys id=271b7d301b74e9107f5a42609b4bcb75

TI-Messenger additional resources at GitHub:
« https://github.com/gematik/api-ti-messenger

TI-Messenger Source Code Akquinet Test Master (Referenzimplementierung):
 https://github.com/tim-ref

gematik
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https://github.com/gematik/api-ti-messenger
https://github.com/tim-ref

Telematics Infrastructure (TI) -

Fundamentals
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German Telematics Infrastructure (TI): Architecture Overview
Secure Digital Healthcare Network

§: The Fifth Book of the Social Code (SGB V) in Germany

STATUTORY REGULATIONS

JOVNHINOD

SNOILVYOI4IO3dS

<= SECURITY & OPS GUIDLINES
o‘ [ -
V4
a ﬂﬁ o
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German Telematics Infrastructure (TI)
Governed by statutory regulations and security guidelines

Statutory regulations define the mandate of gematik, Germany's Digital Health Agency, and
STATUTORY REGULATIONS

the products it must provide to the healthcare system, as passed by the German Parliament

(Bundestag)

§ 306 SGB V - Establishment and Structure of the Telematics Infrastructure.

§ 307 SGB V - Data Protection Responsibilities in the Telematics Infrastructure

§ 310 SGB V - Structure and Ownership of the Gesellschaft flr Telematik.

§ 311 SGB V - Responsibilities of the Gesellschaft flr Telematik.

§ 312 SGB V - Tasks Assigned to the Gesellschaft flur Telematik

§ 313 SGB V - Electronic Directory Service of the Telematics Infrastructure.

§ 334 SGB V - Applications of the Telematics Infrastructure (Key applications include the

electronic patient record, electronic prescriptions, and emergency data).

% Federal Ministry
2 of Health
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German Telematics Infrastructure (TI)
Connecting healthcare providers and users securely

SNOILVYOI4IOadS

SECURITY & OPS GUIDLINES

JOVNHINAOD

German Telematics Infrastructure (TI): Secure digital healthcare network

gematik: Specifies all TI components and applications

Industry: Develops solutions based on gematik specifications

gematik: Approves products for TI use, ensuring standards

Regulatory: gematik oversees security, data protection, operations
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German Telematics Infrastructure (TI)
Patient access to health services and data

Secure access for insured individuals to the Telematics Infrastructure (TI) via eGK and mobile
apps for ePA and E-Rezept services.
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German Telematics Infrastructure (TI)
Access points for healthcare providers

Secure access for healthcare providers to the Telematics Infrastructure (TI) via decentralized

STATUTORY REGULATIONS

components in practices, hospitals, and pharmacies.

—:A

-/

=

JOVNY3INOD

SNOILVOI4IO3adS

SECURITY & OPS GUIDLINES
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German Telematics Infrastructure (TI): Architecture Overview
Central services for secure communication & management

Core Zone of TI Architecture: Central services enabling secure communication and
management within the Telematics Infrastructure. Includes VPN access, key generation,
directory, time synchronization, configuration, monitoring, security gateways, and certificate
services.
I ' ‘ | ‘ Zentrales ‘
Netz Tl
C )
Zeit- Namens- Konfigura- Service Stérungs- Sicherheits-
dienst dienst tionsdienst Monitoring ampel gateway ;
Bestands-
. netze
g;‘:ehr'i:fjﬁ;s_ Verzeich- | | TSP-x509 | | TSP-X509 TSL- OCSP-
ienst (SGD2 nisdienst nonQES QES Dienst Proxy
VPN
— Zugangs-
N dienst
- gematik
Root-CA CVC-Root TSP-CVC TI-Plattform
Zone zentral

gematik 23.09.2024 TI-Messenger - Advancing Secure Healthcare Communication within Germany - Matrix Conference 2024 - Contains images generated by Al (Dall-E 3)



TI-Messenger Architecture
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TI-Messenger
Quality Attributes

« Security and Data Protection
« Interoperability

« User-Friendliness

C =

« Reliability and Performance 7 e Al Ak
+ Flexibility and Adaptability IR f"*&gﬁzgw

« Regulatory Compliance

gematik
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Architecture Overview
Core components of the TI-Messenger

R»
—C
- & push-Provid A
. ush-Provider
TI-M Client C[) R
04
s « TI-M FD
Push- o
Gateway A
Registrierungs- Messenger-Service
Dienst
R» Messenger-
O Proxy
Matrix-
Homeserver |
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Security Features
Description of encryption and other security measures

gematik

Matrix-Protocol

5

'.\e
-'M

| r\q‘vl.i [ ¥
ey e’ NN,
L Ha

<

B
=
<

.O/

“

W

-4
R
LN L

Specified by the Matrix
Foundation

Decentralized instant messaging
End-to-end encryption
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Double-Ratchet-Algorithm

- Developed by Moxie Marlinspike
- E2EE between users

- Key ratcheting mechanism based
on two interlocking KDFs

- Used in Signal

Olm/Megolm

Specified by the Matrix
Foundation

Based on the Double Ratchet
Algorithm (OIm)

Extension (Megolm) to improve
speed in large rooms



Security Features
Access Control

Registration Service
Authorized organizations have access to register their messenger services

Federation List
Includes all authorized Matrix domains of the messenger services

Messenger Proxy
Checks federation membership by matching with the federation list
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Operational Challenges in a Federated
Environment
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Operational Challenges in a Federated Environment
Mastering Interoperability in a Complex Provider Landscape

” . G ”
— AR
N

TI-Messenger A €—> TI-Messenger B €—> TI-Messenger C <> TI-Messenger D €—> TI-Messenger E
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Operational Challenges in a Federated Environment
Overview of market participants

T akquinet = Famedly AMZSOME
P arvato

g *2OQ\ Fsicar £
@E .‘ WARUM STACKIT ~ LOSUNGEN ~ PRODUK

Ein sicherer M

BERTELSMANN

Arvato Systems

Deutsches @ element Produkt  Losungen Ressourcen Blog Preise Herunterladen

Gesundheitsnetz

_ @ Deutsch v
Telematik-Infrastruktur-Messenger Pol

TI-Messenger der Ger
Der TI-Mes: sichere Kommunikati
Warum die deutschen Gesundheitsy

Basis von Matrix

gem


https://ti.telekom-healthcare.com/fachdienste-und-anwendungen/ti-messenger-ti-m
https://akquinet.com/gesundheitswesen/tim.html
https://www.famedly.com/ti-messenger
https://www.arvato-systems.com/blog/tim-the-interoperable-ti-messenger-for-medical-care
https://awesome-technologies.de/ti-messenger-awesome-technologies
https://www.cgm.com/deu_de/plattformen/telematikinfrastruktur/anwendungen/ti-messenger.html
https://kosyma.com/ti-messenger
https://www.stackit.de/de/ti-messenger/
https://rise-tim.de/
https://www.dgn.de/unternehmen/dmea-2024-dgn-stellt-seinen-ti-messenger-in-einer-live-demo-vor/
https://ibmix.de/blog/ti-messenger/#telematik

Operational Challenges in a Federated Environment
Mastering Interoperability — Test Master as Reference

Android Client i0S Client

=00 0o=

Test Master Instances (1-4)

1 2 3 4
A _
& =]
o = | I= I=_I=
(o =]
OrgAdm] OrgAdmm Client
'ﬂ Test Driver = RegDienst Clients

li.o Interface IIo
D E TI-Messenger
=] Testsuite
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Operational Challenges in a Federated Environment

IOP & Continuouse Testing

Provider A D o= Production
. ironment VEZD-FHIR-Directo
IDP Service - i
PU — PU
- Cr— — -
— o3 Refere S—
- Inst. -
ﬂ o O (1] —] a Q
Co— D o TestInstance
_—
o = —
. REST
1DP Service ProviderX D A Produkt
—] RU o UMEShUNE
=ﬂ VZD-FHIR-Directory
o=
[ = RU
- —]

P
gematik

.

-
Internet

GitHub

Test Environment (TU):
Used for testing and validating new
features and updates in a controlled
setting.

Reference Environment (RU):
Serves as a benchmark for testing,
ensuring compatibility and performance
consistency.

Production Environment (PU):

The live environment where TI-Messenger
services are actively used by end-users.

29



Operational Challenges in a Federated Environment
Scaling Utilizing Test Pools -

g—‘o‘ Test Master

Provider A
% o =Q Provider B
=~ Provider C
Pool 3 Pool 2 ;8
ﬁProviderD
= =
=Q =Q Provider E
Provider F
[0 = |
[ & o] (0 o] [ = '
&ta- Eitd 2Pr0V|derG
=:dProviderH
| || | | | | | e | [ o
[IQ mQu :lQ I:IQ :lQ I:IQ

ﬁProviderl
o

ﬁProviderJ

[0 — | .

Pool 4 5 6 7 8 9 o= Provider K
(o — | .
‘-:.Q. Provider L

gematik Provider X



Operational Challenges in a Federated Environment
Service Provider Management

gematik monitors and governs

« TI Service Healthcare Status
 TI Service KPIs
« TI Security Breaches and fixes

gematik does not have access to healthcare
records or personal data of patients!
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Market Situation
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TI-Messenger - The Road Goes Ever On

TI-M Stage 1

between healthcare professions

TI-Messenger 1

« 1 provider has an admission

\ 2024

Simple, cross-sector ad-hoc communication

« More providers are expected soon

Y

AN

TI-M Stage 2

Communication between healthcare
professionals and insured individuals

TI-Messenger ePA & Pro

e @Go Live: 15.07.2025

2025

gematik

)
Al

TI-M Stage 3

Support for Digital Health Applications

TI-Messenger Connect

« Go-Live: 2026

2026

/
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TI-Messenger - The Road Goes Ever On

b

TI-M Stage 1
; TtOSYMA DGNIE:::;?::..M

T

-
I sracar
RIS

dustrial Systems Engineering

-+ akquinet =

IBM ix@

@ element
arvato

BERTELSMANN
gematik
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TECHNOLOGIES

23.09.2024
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TI-M Stage 3

KKH

Die Kaufmannische
Techniker Krankenkasse

Deutschlands groBte Krankenkasse

AGK

Die Gesundheitskasse.

@,r KNAPPSCHAFT

Gesundheit

And many More!
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Future Outlook

gematik



Feature Backlog
Prioritization of Backlog is in Coordination

Automation and Bots In Work

TI-M Connect
Onboarding
A
Integration /
Access Management II &
n
@)
Language and video communication O/'d/na .
l’/(),7

Search and Find II

Messaging and room management II

Structured Data

gematik
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gematik.
Healthy Prospects.

Contact:

Jan Kohnert
Product Owner TI-Messenger
Jan.kohnert@gematik.de
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